
Cheating With Checks:
An update on the changing check fraudscape

ALOGENT WHITEPAPER



Cheating With Checks:
An update on the changing check fraudscape

ALOGENT WHITEPAPER WHITEPAPER   |   CHEATING WITH CHECKS   |   DECEMBER 2015

ALOGENT.COM   |   888.332.7052   |   Copyright © 2017 Alogent 01

Check writing isn’t what it used to be. Check volumes continue to drop, and that’s good news for banks and 
credit unions, because checks are expensive to process, and they still generate a higher fraud rate than any 
other payment types, except debit cards, by a narrow margin. So can financial institutions relax, and cross 
check fraud prevention off their lists? 

In short: not yet. Checks will still be with us for many years. There may be fewer of them, but the total dollar 
amount they represent is declining much more slowly. Counterfeiters are still counterfeiting, kiters are hard 
at work, identity thieves are thriving and more than 90% of all banks still deal with check fraud losses. 

For the past few years, Bluepoint Solutions has been tracking and analyzing the major research studies and 
current financial industry news and data. Our report in 2011 reflected the continuing increase in losses due 
to check fraud, despite transaction volumes that were starting to fall. We also identified some early signs that 
collaborative loss prevention efforts were beginning to bear fruit. Two years later, in 2013, we examined the 
types and sources of check fraud in greater depth, and recommended best practice institutional check hold 
policies.

THIS YEAR, WE CONTINUE TO UPDATE YOU ON THE LATEST TRENDS, AND CONCLUDE THAT:

• Although the landscape continues to shift, check fraud remains a significant risk for the foreseeable future.

• Checks continue to be the predominant form of payment used by fraudsters by a substantial margin, and risks 
per transaction have become proportionately greater, since the average check amount is substantially higher 
than for debit or credit cards.

• Rising remote deposit and mobile banking rates may once again make checks an attractive target for fraudsters.

• Financial institutions need to exercise as much due diligence as ever in pursuing loss prevention strategies to 
protect their shareholders and account holders.
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Just like reports of the demise of printed books, predictions of the end of paper checks are premature. 

THE SHIFTING PAYMENTS LANDSCAPE

Despite predictions a decade ago that checks would soon be rare exceptions rather than the most common 
form of payments, check volumes have so far declined by about half after reaching a peak in 2003. Just like 
reports of the demise of printed books, predictions of the end of paper checks are premature. 

However, check volumes are continuing their predicted decline, and this trend is likely to continue at some 
rate. Figure 1 shows the total volume of checks written in 2003 through 2012, and projected for 2015, 
compared to the percentage change this decline represents.

With check volumes dropping, each check written today is more likely than ever to present risks. According to 
the Federal Reserve, checks were still the leading target for attempted fraud in 2014. In the near future, the 
ramp-up of EMV-chip cards—which are even more difficult to abuse—may once again make checks a more 
attractive target for fraudsters.  Furthermore, any increase in fraudulent checks carries a disproportionately 
higher risk of loss because the average amount of a check transaction far exceeds that of card payments.
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FIGURE 1: CHECK VOLUMES VS. PERCENT CHANGE



Figure 2 illustrates the dollars at risk per check transaction over time by indexing total check volumes against 
actual losses due to check fraud. As volumes have dropped, the average loss per check has risen steadily 
since 2003.

With respect to the types of check fraud, there has been a gradual shift from counterfeiting to returned 
deposits, putting returns now at the top of the list. These two types together account for about 57% of all 
instances of check fraud. The prevalence of forgeries and other types of fraud has remained constant. This 
finding is interesting to the extent that it suggests the types of prevention measures that are most needed.

FIGURE 2: DOLLARS AT RISK PER CHECK
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THE MOBILE BANKING EFFECT

The new conventional wisdom is that the mobile channel is the future of financial institutions. While the details 
of what this will look like or how fast it will happen are widely debated, few would make the opposite case. 

One factor in this change is the generational effect. Baby boomers tend to adhere more closely to traditional 
banking models, and Generation X has widely adopted some—but not all—emergent technologies. Millennials 
are leading the demand for tech-forward services, while caring more about the convenience and less about 
the institutions behind those services. As of 2015, Millennials are the largest financially mature population, 
making up the majority of the workforce. Younger generations that are coming up behind the Millennials are 
even more fully engaged in mobile technology from birth, and will soon make their presence felt.
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Millennials are leading the demand for tech-forward services, while caring more about the convenience 
and less about the institutions behind those services.
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At the same time, mobile devices have become so ubiquitous, that even the oldest generations, who may spurn 
computers and social media, are becoming comfortable using mobile channels for sensitive medical and 
financial transactions. A current study by Celent, for example, shows that about a third of the entire U.S. 
population across all age groups will use mobile banking to some extent in 2016.

Financial institutions are rightly pursuing aggressive mobile channel strategies, both with consumers and 
business account holders. It is no surprise that the risks associated with the rise in mobile banking are a subject 
of much concern and industry attention. So far, as discussed earlier, the actual losses due to mobile payment 
fraud are not yet large. However, when the rate of change is extremely rapid and apparently relentless, 
opportunities for fraud multiply and warrant close monitoring. 

Celent refers to mobile remote deposit capture (mRDC) as the new “scanner,” with 70% of all the banks and 
credit unions they surveyed having either implemented this technology, or planned to do so in the next year. 
Scanning in this context applies to many kinds of items, but their finding speaks clearly to the ubiquity of 
mobile technology in financial institutions. 

Interestingly, the ABA reports that, for most institutions, mRDC is perceived to carry the highest risk level, 
but that 95% nevertheless plan to forge ahead with implementing mobile services. Continuing vigilance will 
be required to ensure that actual risks do not exceed the predicted levels that are deemed tolerable. 

In 2009, mRDC served only about 200,000 users. This figure crept upward slowly among early adopters 
for the next two years, and then boomed beginning in 2012, which saw a 125% rise. The following two years 
saw similar growth rates, and although growth has now leveled off from those peaks, it was still rapid, at 41% 
in 2015 and a predicted 40% for 2016. 
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FIGURE 3: THE UPWARD MOBILE SPIRAL
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Since the same report estimates that only a third of the U.S. population is now using mRDC, there is a further 
200% potential growth to be captured over the next few years. This will make for aggressive recruiting of both 
consumers and businesses by financial institutions. At the same time, rapid deployments of this magnitude 
offer both great potential service and profitability opportunities to institutions, and equally great incentives 
and opportunities to fraudsters.

Other drivers of RDC growth include multiple check scanning, which makes it affordable for small businesses 
to replace more check deposits. A new wave of mRDC usage to reload debit cards is also underway. And at 
the same time, ATMs with imaging are showing signs of declining. 

Cross-channel fraud has been on the rise because fraudsters are exploiting online access of account 
information and using such information to commit account takeovers…

Finally, mobile checking is part of the growing concern about cross-channel fraud, in which multiple channels 
are used to move funds in and out of accounts without authorization. According to the ABA, “Cross-channel 
fraud has been on the rise because fraudsters are exploiting online access of account information and using 
such information to commit account takeovers…” 

In response to these demands, there has been an explosion of new mRDC products coming into the marketplace, 
especially for small business account holders. It seems certain that the full range of financial services, from new 
account opening to loan processing, is transitioning to the mobile channel. The untapped market is still huge. 
As a result, the migration of deposits from branches to mobile devices is rapidly multiplying the attractiveness 
of checks in the fraudscape. 

RISKS AND RISK PREVENTION

Along with the payment landscape, the loss landscape has also shifted. Dollar losses from continuing check 
fraud have not decreased as much as transactions volumes. Figure 4 shows that dollar losses actually rose 
from their 2003 level to peak in 2009, and have since declined, but only back to 4% less than their 2003 
level. By comparison, recall that the peak volume of check transactions was reached in 2003 and has declined 
since then.

Furthermore, the cost of fraud is not limited to the check transaction amounts. Prevention, detection, 
investigation, prosecution, repairs of damage to reputation and loss of account holders’ trust all multiply 
the dollar losses.
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Dollar losses from continuing check fraud have not decreased as much as transactions volumes.

 

The effect is widespread. According to the ABA, in 2012, 90% of all banks experienced losses due to credit 
cards, and 63% due to check fraud. Other types of losses, such as ACH, online, wire, telephone and mobile, 
occurred at comparatively miniscule rates of 7% or less. Of the $1.744B total payment losses by financial 
institutions in 2012, the breakdown by type of payment was:

• DEBIT & CREDIT CARDS  -  $943M (54%)

• CHECK PAYMENTS  -   $648M (37%)

• OTHER  -    $153M (9%)

In our 2011 report to the industry, check payments were the leading type of attempted fraud. Check volumes 
were down, but losses from fraudulent checks were up. And RegCC was creating additional risks by reducing 
check hold times and limits. To combat their losses, financial institutions were motivated to bring collaborative 
databases into play as a leading tool for catching fraud before it happened—or at least more quickly. This 
strategy made it feasible to stop suspect checks in some cases while the consumer was still standing at the 
teller window. In addition, financial institutions were automating more of their internal processes, and multi-
channel image-based clearing operations were being put in place industry wide. The net result was to push 
loss avoidance ever closer to the point of presentment.

“
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FIGURE 4: ACTUAL AND ATTEMPTED CHECK FRAUD
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By our 2013 update, we were able to report that the volume of checks was down again, but checks had become 
the easiest target for fraud, and losses were still significant. Meanwhile, financial institutions overall had gotten 
better at loss prevention. Pushing detection to the point of presentment was starting to show serious results, 
largely from the growth of collaborative intelligence sharing. Institutions now had the tools to enforce better 
hold decisions. And, with the right technology in place, these decisions could be automated.

Today, nearly 100% of all check clearings are fully electronic, and 60% of financial institutions customize 
their hold policies and limits, making this the most common way to mitigate mobile risks. With the integrated 
technologies on the market today, duplicate detection and other validation steps can be applied equally to 
in-branch and remote deposits, including mRDC. Although fully incorporating all the various capture points 
is the ideal, such a system also permits incremental migration. Moving from multiple vendors and fragmented 
legacy technologies to affordable, fully-integrated systems has become one of the most effective prevention 
strategies available to both credit unions and banks.

CHECK VOLUMES DROP OFF, BUT THE NEED FOR LOSS PREVENTION LIVES ON

Today’s payment landscape continues to change at an accelerating pace, and the check fraudscape along 
with it. In such changing times, long range planning and predictions are more difficult than in earlier, more 
stable decades. 

Tools to curb loss also continue to evolve quickly, making use of shared data and technologies that allow 
consolidation of multiple vendors and systems. What this looks like from the operations perspective is a 
single, seamless whole; behind the scenes is a smoothly integrated suite of expert specialized systems. In 
considering technology investment, the capability with which all these diverse functions are melded into an 
overall solution is the key to your bottom line effectiveness. 

Nearly a billion dollars a year in losses merits continuing executive attention if the interests of shareholders 
and accountholders are to be protected. Without constant improvements in fraud prevention systems and 
techniques, check fraud will continue to be a significant risk. And taking into account the explosive growth 
of mobile banking, to say nothing of the general unpredictability of the financial environment, it could even 
be on the rise again. Financial institutions that prematurely move check fraud to their “done” lists do so at 
their peril. 
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